
Cyber Security Breach with Equifax 

Tennessee State Bank wants to make sure you are aware of the recent breach with Equifax, 
impacting approximately 143 million U.S. consumers.  At this time, Tennessee State Bank has 
not been notified that any of our customers have been compromised.  
 
Even if you don't think you're a customer of Equifax, there's a strong possibility they still have 
your data. As a credit reporting agency, Equifax gets information from credit card companies, 
banks, lenders and retailers to help it determine a person's credit score. We suggest you pay 
close attention to your credit card and bank statements and report any unauthorized 
transactions you detect immediately to your Credit Card Company or bank so your liability will 
be limited.  Since some of the information reported as compromised includes social security 
numbers also watch for tax return fraud. Also, watch for social security fraud by looking at your 
earnings statement closely.  You should also review investment and insurance company 
statements if you have mutual funds, stock or bonds, annuities or other investments.   

See if your personal information is potentially impacted.  Equifax has set up a dedicated 
website and phone number for concerned customers to call with questions. In addition, the 
company said it will mail notices to people who may have had their credit card numbers or 
personally identifying information exposed on dispute documents.  

To determine if your personal information may have been impacted by this incident and to 
sign-up for credit file monitoring and identity theft protection services being offered by Equifax, 
please follow the below steps: 

1.   Click on the link, Check Potential Impact, and provide your last name and the last six 
digits of your Social Security number. Based on that information, you will receive a 
message indicating whether your personal information may have been impacted by this 
incident. 

2.   Regardless of whether your information may have been impacted, Equifax will provide 
you the option to enroll in TrustedID Premier, which includes 3-Bureau credit 
monitoring of Equifax, Experian and TransUnion credit reports; copies of Equifax credit 
reports; the ability to lock and unlock Equifax credit reports; identity theft insurance; 
and internet scanning for Social Security numbers, all complimentary to U.S. consumers 
for one year.  You will receive an enrollment date. You should return to this site and 
follow the “How do I enroll?” instructions on or after that date to continue the 
enrollment and activation process. The enrollment period ends on Tuesday, November 
21, 2017.  We advise you to completely read and understand the terms of the Equifax 
agreement for ID theft including charges for the service and any limitations on liability.  

3.     Consumers with additional questions visit www.equifaxsecurity2017.com or contact a 
dedicated call center at 866-447-7559, which the company set up to assist consumers. 

https://www.equifaxsecurity2017.com/
https://www.equifaxsecurity2017.com/
https://trustedidpremier.com/eligibility/eligibility.html


The call center is open every day (including weekends) from 7:00 a.m. – 1:00 a.m. 
Eastern time. 

Your account security is very important to Tennessee State Bank. That’s why we are 
continually working to detect fraudulent activity and bring you tools like Visa® Alert for credit 
cards and coming soon TSB FraudWatch for debit cards.   
 
Our newly revamped website also has valuable information on identity theft, scams and more. 
Go to www.tnstatebank.com and click on LEARN. 
 
If you believe there are unauthorized transactions on any TSB deposit or savings account please 
contact us at: 

• (865) 453-0873 or Toll Free 1-877-908-9872 – During Office hours 
Mon-Thurs. (8am-5pm) and Friday (8am-6pm) 

 
If you believe there are unauthorized transactions on your TSB Credit Card please contact us at: 

• Lost/Stolen Debit Cards or Credit Cards - During office hours - (865) 429-2273                  
Mon-Thurs. (8am-5pm) and Friday (8am-6pm) 

• Lost/Stolen Credit Cards (after hours) (800) 556-5678 

If you believe there has been a compromise of your debit card please contact us at:  

• Lost/Stolen Debit Cards or Credit Cards - During office hours - (865) 429-2273                  
Mon-Thurs. (8am-5pm) and Friday (8am-6pm) 

• Lost/Stolen Debit Cards (after hours)  (800) 791-2525 

Additional security alerts:   

TSB Credit Card Alerts Sign up today! 
• Receive a text message or email when your card is used. 
• Set custom alerts for transaction types and dollar amounts for: 

Visa® Purchase Debit Card Alerts send you real-time text or email alerts when you pay with 
your Visa® card. Sign up today!  
 
Federal Trade Commission.  The Federal Trade Commission, www.ftc.gov, offers a number of 
suggestions and other materials for people that may have been a victim of identity theft or may 
want to take steps to reduce their identity theft risk.  You may also get a free copy of your 
credit report at www.ftc.gov by following the free credit report links.  We advise that you 
stagger your receipt of credit reports from the three participating agencies so that you can 
receive one every few months instead of receiving all three at one time since the free service is 
limited to one free credit report request per year. 
 

http://www.tnstatebank.com/
https://www.tnstatebank.com/lost-stolen-cards
https://www.tnstatebank.com/lost-stolen-cards
https://purchasealerts.visa.com/vca-web/login
http://www.ftc.gov/
http://www.ftc.gov/


 
Benefits Plus® and Identity Theft & Security Center Program Featuring Restoration Rescue® 
If you are a Benefits Plus® customer, you are automatically enrolled and receive the program 
benefit, Identity Theft & Security Center Program Featuring Restoration Rescue®.  Professional 
Recovery Advocates will manage your recovery process to help restore your name and credit to 
pre-event status. 
 
If you currently do not have the Benefits Plus® Program, TSB checking and savings account 
holders may enroll to receive a complementary trial membership. After the 90-day trial period, 
you may continue receiving Benefits Plus® for a low monthly membership fee of $6 per 
statement cycle. To discontinue your membership and avoid being charged a membership fee, 
please visit any TSB branch before the end of the 90-day trial period or call TSB Operations at 
865-453-7011. The 90-day trial offer is subject to change without notice.  
 
If you are concerned about your account being compromised or have a lost or stolen card, 
please call us so we may assist you. 

https://www.tnstatebank.com/benefits-plus-enrollment

